Sebé and Domingo-Ferrer proposed in a recent Letter a fingerprinting scheme that exploits the properties of dual binary Hamming codes to reduce the length of fingerprints. The authors show that this scheme is subject to an attack in which a collusion of (any) three buyers can frame an innocent buyer.
Introduction: Piracy of digital assets, and in particular multimedia data, is a major concern to industry, particularly since access to such data via the internet is readily available. Protection usually involves the insertion of a digital copyright in the form of a fingerprint. Fingerprinting algorithms introduce a small number of imperceptible errors, called marks, in specified positions of the data. The positions marked and their values are kept secret. It should not be possible for a buyer to remove the fingerprint without affecting significantly the quality of the copy. However, a collusion of buyers can detect some of the marks of their copies by comparing them. These marks can then be deleted or flipped. The goal of a (malicious) collusion is to make pirate copies that either cannot be linked to any particular buyer (e.g. by erasing most of the fingerprint), or that are linked to other buyers. Such buyers are said to be framed. A fingerprinting scheme in which innocent buyers are framed is of no practical use. This applies even if the set of buyers that are linked to pirate copy includes some of the colluding buyers, provided it is not possible to distinguish the innocent buyers.
S-DF fingerprinting scheme [1, 2] : This is based on a fingerprinting code proposed by Domingo-Ferrer and Herrera-Joancomarti in a recent Letter [3] . The S-DF scheme combines two codes: an outer code, which is a dual binary Hamming code H n of length N ¼ 2 n À 1 [5] , and an inner scattering code SC(s,t) of length (2t þ 1)s which is used to encode the bits of the outer code. The inner codewords used to encode bit 1 are of type:
is a block of k ones (k zeros) and i is selected at random from {0,1, . . . ,t À 1}. The inner codewords used to encode bit 0 are of type: 0 s 0 s(tþi) 1 s 0 s(tÀiÀ1) . Observe that an inner encoding of bit 1 differs in the first s places from an inner encoding of 0. The decoding rules stipulate that a (2t þ 1)s-tuple with pattern 1
is decoded to bit 1 (0). There are also rules for the other cases, but these will not concern us in our attack.
To trace a colluder from a confiscated pirate copy, the forged fingerprint is first decoded using the inner decoding rules described above; then any user whose fingerprint (codeword) has minimal Hamming distance from the decoded fingerprint is denounced as a colluder.
With the S-DF scheme up to N copies can be marked, each with a fingerprint of length (2t þ 1)sN. It is shown in [1] that this length is significantly less than the length of the Boneh and Shaw [4] codes, when N is relatively small. However we shall show below that the S-DF scheme is flawed: a collusion of 3 buyers can make a pirate copy that will frame an innocent buyer. . We use the invariant positions of x, y, z to partition the representation of tuples u 2 {0,1} N as follows. Each u is represented by (u 1 , u 2 ), where u 1 ¼ u inv(x,y,z) is the tuple of bits of u in inv(x, y, z) and u 2 ¼ u var(x,y,z) the tuple in var(x, y, z). It is easy to see that if u 2 H n then u 1 belongs to the dual Hamming Code H nÀ2 of length 2 nÀ2 À 1. The attack has as follows: From their copies, the colluders X, Y, Z can find the positions of the inner marks of x 2 , y 2 , z 2 (but not those of x 1 ¼ y 1 ¼ z 1 ) , X, Y, Z use this information to make a pirate copy in which the bit value 0 is assigned to all positions in their copies which have different values. Then the inner codewords corresponding to the bits in var(x, y, z) will each be 0 (2tþ1)s , which is decoded to 0 when using the S-DF decoding rule described above. As for the inner codewords corresponding to the bits in inv(x, y, z), these will be of type 0 s Á Á Á or 1 s Á Á Á , depending on whether the outer bit is 0 or 1; so the S-DF decoding rule will leave the corresponding outer bits invariant. Therefore the outer code of the fingerprint of the pirate copy will be w ¼ (w 1 
We shall now show that w has the same (Hamming) distance [5] from each one of the codewords x, y, z and x þ y þ z. In particular:
and the weight wt(u) [5] ). A similar argument applies to d(w, y) and d(w, z).
. It follows that it is impossible to decide which 3 of the 4 outer codewords x, y, z, x þ y þ z have been used to make the pirate copy with fingerprint w. Consequently, if U is the (innocent) buyer assigned x þ y þ z, then it is not possible to trace the three colluders X, Y, Z without framing U with probability 1=3.
Remark: Dual Hamming codes can be used to design fingerprinting schemes which are secure against c ¼ 2 collusions. Although the code proposed in [3] is also flawed (in this case, if x, y 2 H n are assigned to 2 colluding buyers then the buyers assigned x þ y will be framed), it is easy to fix it by using the scattering inner code of [1] , or by using a simple (deterministic) 2-bit inner code. However if dual Hamming codes are used with c ¼ 3 colluders, then the number of hidden marks is less than a quarter of the total number of marks of the fingerprint. This is not sufficient to prevent framing with our fix. Recently a probabilistic fingerprinting scheme has been proposed [6] which, when the number of colluders c is constant, is significant shorter than the Boneh-Shaw scheme when the error is negligible. For this code, the fraction of hidden marks is approximately 1=e.
